
Trusted by the world’s leading organizations

AI-Powered Cybersecurity Human Risk  
Management Platform

Combining the best of  and  to reduce human-initiated security incidents.adaptive training adaptive security

Human Risk Intelligence

Automate Conditional 


Access & Security Controls

Build Effective &


Sustainable Security

Reduce cyberattacks and real 
security incidents

Adaptive Security

Train and Engage  
your People

Build Phishing Resilience  
against Real-Time Threats

Understand and measure people’s  
access, attitudes & behaviors 

Adaptive Training

User Identity User Input & Attitudes

AI Language Model

Actual Role, Data Handling 

& Risk Understanding

Attack & Threat Intel Security Behaviors Access & Permissions

4.9 out of 51 reviews, 
As of March 2024

“OutThink's human risk intelligence 
approach has been a real standout for 
us. It goes beyond just training. 

”

This 
helps us understand employee 
behavior and tailor content to address 
specific risks.

Gartner Peer Insights Review

“Great tool. I've used a few of these and this is the 

  
There's plenty of smart features that can increase security, 
but it's the overall mission of the company that I find quite 
compelling, especially compared to others.”

first 
platform that has a strong vision to accompany the 
technology.

Gartner Peer Insights Review

https://www.gartner.com/reviews/market/security-awareness-computer-based-training/vendor/outthink/product/outthink/review/view/5759912
https://www.gartner.com/reviews/market/security-awareness-computer-based-training/vendor/outthink/product/outthink/review/view/5730876


Adaptive Security Awareness 
Training

Role-based and highly engaging security 
awareness and compliance-based training.�

� Address cyber risk while maintaining 
productivity.�

� Personalized learning paths with 
conversational training experiences�

� Drive 100% compliance training 
completion�

� Powerful customization.  


Secure Your Microphone 
and Camera

Protecting Your Home 
Network

Identity Theft Bot nets Introduction to Data Privacy

AI-Powered Phishing Simulator

Market leading phishing defense: Train, test, 
triumph over threats.�

� Respond to and train end-users on real-
time threat insights from security 
operations and industry intelligence 
streams. �

� AI-powered nudges and simulations 
creations.�

� Automated and customized follow-up 
training for high-risk users. 


Tell us, whatyou would like to know about your campaignadvanced click analysis

Why the user clicked? Who are my most risky compromised users and why?

Learn More Create Group455 Untrained users These users have not been enrolled in 
phishing training.

Learn More Create Group34
Users with admin 
privileges:

first compromise

These users hold administrative privileges. 
According to available data, this is the first 
time these users have been compromised.

Learn More Create Group18
Users with admin 
privileges:

repeat offenders

These users possess administrative 
privileges and have been compromised 
more than once.

Learn More Create Group8 CXO level users These users hold CXO-level positions in the 
organisation.

Learn More Create Group15 Training

non-completers

These users have been enrolled in phishing 
training, but haven’t completed it.

Learn More Create Group123 Users with low 
phishing knowledge

These users have completed phishing 
training. However, they demonstrated low 
knowledge in assessment exercises.

outthink.io /training-module

OutThink

Campaigns Content Library Users Groups Analytics Human Risk Intelligence Settings
Mark Frost
Admin

MF

Content Library Create Campaign

FILTERS

Type of simulation

Click simulation

Credential capture simulation

Newsletter


Phishing Training Template

Attachment simulation


Social engineering technique

Training Phishing Cyberbulletin Nudges Challenges

Showing 332 results Sort by:  Most recent

Emirates Valentine's 
Competition

A phishing sim apparently coming from 
Emirates for a special competition.

Curiosity •

NETFLIX
Content streaming usage increased 

significantly. Test your employees' 
vulnerability against phishing attacks 

mimicing streaming...

Curiosity •

IT Team Password Expiry

Test your employees against phishing 
emails exploiting Microsoft 365 MFA 

functionality.

Curiosity •

PayPal Receipt (Attachment)
A receipt attachment seemingly sent from 

PayPal.

Curiosity •

Languages: 169 •

Facebook Reported Log in 
(QR Code)

Evaluate your employee's susceptibility to 
phishing emails imitating popular social 

networking site Facebook.

Curiosity •

WeTransfer Received Files

Evaluate your employees against this 
phishing template encouraging them to 
follow a link to view online files received 

via WeTransfer.

Curiosity •
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CyberIQ

Activate end-users as human firewalls, and 
your first and last line of defense. Transform 
engagement into vigilance.�

� Gamified learning with leaderboards.�
� Advanced behavioral nudges based on 

high risk areas.�
� Keep security top of mind across your 

organization and embedded in the 
fabric of business decision making, 
always. 

Your security snapshot

Mark Frost Level 2 Determined

You’re making good progress! 

You are DETERMINED and your efforts are starting to pay off. Keep pushing forward and you’ll see 
even more improvement! Every action you take helps protect OutThink.

Cyber IQ Points:

1,567 /5,000

Vulnerable Determined Solid Armored Unbreakable

Score breakdown

Complete all cyber training

You have one overdue mandatory cybersecurity training. Completing this training on time is crucial to 
keeping both you and the company safe and compliant.

-300

Maintain cyber engagement + 2%

Your engagement is up last 30 days with  2%. Great! Keep asking questions, completing modules 
and sharing tips with your colleagues This helps the company and you to stay safe

+150

Demonstrate high knowledge

Your training knowledge has declined over last 30 days and is lower compared to average. 
In future sessions make sure to revisit the training materials before you take the knowledge assessment 
questions.

-100

Report attacks + 3%

In the past 30 days, you spotted and reported  out of 5 phishing simulations. 

Great job! Keep it up to earn more points—each identified phish earns you 250 CyberIQ points.

3
+250

Simulations performance

Avoid clicking

Leaderboard View more

My team Company All time This month

5
Robert Fox 4,950

5
Brooklyn Simmons 4,900

5
Devon Lane 4,840

4
4

Juanita Cormier 3,800

5
4

Ralph Edwards 3,050

17
2

Mark Frost 1,567

Your Training Urgent: 1

Mandatory (3)

USB usage training Urgent: 30 Oct 2024

0 / 5 Start now

Handling sensitive data Due date: 11 Nov 2024

0 / 5 Start now

VPN and public wi-fi usage Due date: 25 Nov 2024

0 / 5 Start now

Voluntary (2)

Breach response +250 Start now

Overview Leaderboard Challenges & Activities Mark Frost
Admin 1,982

Cyber IQ  
Points earned

Cyber Enthusiast 

Awarded for leading users who completed their 
mandatory trainings in last 30 days with high 
engagement tag on average.

On-Time Trailblazer 

Awarded for completing 3 training campaings within a 
week of assignment. Showcasing your dedication and 
ability to lead by example, blazing through the trainings 
with punctuality and excellence. An inspiration to us all in 
staying ahead of the curve!

Skill Seeker

Granted for completing an optional training module to 
enhance your skillset. This badge honors your proactive 
pursuit of knowledge and continuous growth, highlighting 
your commitment to staying sharp and ahead in the 
cybersecurity landscape.

Human Risk Intelligence & 
Conditional Access

See the forest for the trees. The next 
frontier in cybersecurity human risk 
management: Innovate, protect, succeed.�

� Granular threats and risk scorecards for 
end-users.�

� AI-powered, recommended 
improvement actions.�

� Automate conditional access and 
adaptive risk-based user permissions 
(coming soon).


Human risk Intelligence Adjust View

OrganisationGroup

DepartmentBusiness unit274
Mid risk

234
High risk

2354
Total users

65
Risk level

%

10:03 / 21 FEB 2023Campaign Users Groups DashboardOutThink Mark Frost
Admin

Low risk

3435

Neural chart

Pie chart

LATEST EVENTS

81%
Phishing emails reported

56%
Phishing emails reported

99%
Phishing emails reported

33%
Phishing emails reported

81%
Phishing emails reported

Phishing emails reported

Psychographic chart

Risk distribution

Reset all

20 60
Risk, %

Low

Vulnerability level

Include 1st level connection

Mid High

Training

Engagement Low

Trained Mid

Behaviours

Sensitive data Mid

Mid

Low

High

Cloud based

Social media

It privileged access 

Attitudes

Productivity High

Mid

Low

Confidence

Compliance

Reset allFilter 2

Jerome Bell

Kathryn Murphy

Cameron Williamson

Brooklyn Simmons

Brooklyn Simmons

Brooklyn Simmons

Brooklyn Simmons

Ronald Richards

Cody Fisher

Robert Fox

Dianne Russell

Wade Warren

Ralph Edwards

Bessie Cooper

Savannah Nguyen

Eleanor Pena

20% Risk boost applied

Handles confidential information 

Psychographic profile 

Knowledge

Intends to comply

Feels able to comply

Productive when complying

Behavior

Jerome Bell

YES

Abdicator

Low KnowledgeLow Compliance

Medium engagement

MFA

2354
Total users Low risk

3435 274
Mid risk

234
High risk

Risk distribution

CONDITIONAL ACCESS

groups

high risk users - contractors developers group - Americas

Select group(s)

Inbound actions Outbound actions

When a user is added to the above group(s): 

Send data via webhook

Update access permissions in GitHub

Update access permissions for Office 365

EntraID conditional access policy - include/exclude users

EntraID conditional access policy - include/exclude groups

EntraID conditional access policy - include/exclude applications

EntraID high risk users - add/remove users

Okta IdP workflow

Sailpoint IdP workflow

Vanta workflow

Gung-Ho Uncertain Willing
 Champion


Naive

Reckless Apathetic Excuse Maker Circumventer

Shadow AgentDisaffectedRule BreakerAbdicator

Passive
Follower
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OutThink’s Innovative Products
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